
A14 | THE STRAITS TIMES | WEDNESDAY, OCTOBER 1, 2025 |

SINGAPORE

Google has rolled out a new secur-
ity feature to stop the automatic
syncing of files to the cloud when
ransomware ormalware is detected
in users’ computers, allowing them
to recover from the attack without
losing access to their data.
Millions of paying Google users

around the world, including those
in Singapore, are expected to bene-
fit from this service, which was
rolled out on Sept 30.
Ransomware is a type ofmalware

that hackers use to lock a victim’s
files or computers. Hackers then
demand a ransom in exchange for
restoring access.
Traditional antivirus tools do not

protect users adequately from ran-
somware as these tools can only
pick up known malware.
When malware slips past the an-

tivirus tools, there is no stopping it
from reaching files on the cloud.
“Google’s entirely new ransom-

ware protection will deny these at-
tacks the oxygen needed to spread

across networks,” said a Google
spokeswoman.
“Antivirus tools will continue to

focus on keeping the ransomware
out. (But) our new defences will
keep ransomware from doing dam-
age if it gets in.”
The tech update comes on the

heels of a global surge in ransom-
ware incidents and malware infec-
tion in 2024.
A report published on Sept 3 by

the Cyber Security Agency of Sin-
gapore (CSA) showed that thenum-
ber of systems here infected by
malware leapt to 117,300 in 2024, a
67 per cent spike from about
70,200 in 2023.
Most of the incidents occurred

because users had failed to update
vulnerable software.
The CSA report also showed that

the number of ransomware inci-
dents in Singapore rose by more
than 20per cent to159 in 2024,mir-
roring rising global trends.
Globally, the number of ransom-

ware attacks in 2024 surged to rec-
ord levels, as cyber criminals did
not just target big corporations, but
also went after hospitals, financial

institutions and government agen-
cies.
That year, 5,414 published ran-

somware attacks on organisations
worldwide were recorded, repre-
senting an 11 per cent increase from
2023, according to a report by Cy-
berint, a unit of cyber-security
company Checkpoint.
“Ransomware remains one of the

most damaging cyber threats fac-
ing organisations today,” said Goo-

gle on Sept 30.
“These attacks can lead to sub-

stantial financial losses, operational
downtime, and data compromise
that impacts organisations of all
sizes and industries, including
healthcare, retail, education,manu-
facturing and the public sector.”
Nearly 90 per cent of organisa-

tions surveyed in the Asia-Pacific,
including Japan, hit by ransomware
learnt of the attack only from an

outsider, such as law enforcement
agencies, according to an investiga-
tion done by cyber-security firm
Mandiant in 2024.
The investigation was conducted

over the entire year, and analysed
data collected from more than
450,000 incident response engage-
ments globally.
WithGoogle’snewfeature, affect-

ed users will receive a pop-up noti-
fication when ransomware has
been detected in Google Drive, or
they may be alerted via an e-mail.
Following ransomwaredetection,

the syncing of files to the cloud will
be automatically paused to prevent
other data from being corrupted.
Then users will be guided to re-

store previous uninfected versions
of the files to undo the damage
caused by ransomware.
The new security feature works

onGoogle’s proprietary artificial in-
telligence model, which has been
trained on millions of real-world
ransomware samples.
They include past cases from its

customer base, and training data
from Mandiant and online security
tool VirusTotal, said Google Work-

space’s group product manager, Mr
Luke Camery.
The detection engine can look for

signals that a file has been mali-
ciously modified and continuously
analyse file changes, said Google.
There are more than three billion

monthly active Google Workspace
accounts globally, giving users ac-
cess to tools such as Gmail, Google
Calendar and Google Drive. More
than 11 million of these global ac-
counts belong to paying organisa-
tions. The company declined to
share how many Google account
users there are in Singapore.
“(They) face the same ransom-

ware threats as somany other com-
panies around the globe. Whether
it’s a hospital, a manufacturing
company or a small business, at-
tackers are relentless in their at-
tacks,” said the spokeswoman.
“Our new defence stops the en-

crypted files from being uploaded
into Drive, allowing the user to get
back to work more quickly and
eliminating the impact on collabo-
rators.”
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CRITICALLY DAMAGING

Ransomware remains one of the most damaging
cyber threats facing organisations today. These
attacks can lead to substantial financial losses,
operational downtime, and data compromise that
impacts organisations of all sizes and industries,
including healthcare, retail, education,
manufacturing and the public sector.

”GOOGLE, on the threat that ransomware poses to organisations.

Retired precision machinist Ru-
biah Rahim joined a new inter-
generational community dance
programme at Lions Befrienders
six weeks ago.
Since then, the pain in her left

leg that she suffers as a result of
sciatica has reduced, said the
69-year-old who enjoys dancing.
“The best part is we get to add in

our own dance steps,” she added.
The inter-generational commun-

ity dance programme is a struc-
tured 12-week initiative for pre-
frail andmildly frail older adults. It
combines movement, rhythm and
storytelling to improve physical
health, stimulate cognition and
foster emotional well-being.
It is jointly run by the Alice Lee

Centre for Nursing Studies at the
NUS Yong Loo Lin School of Med-
icine and Lions Befrienders, and
co-designed with geriatric and ex-
ercise experts, dance profession-
als, student instructors, seniors
and active ageing centre (AAC)
staff.
Currently running at four cen-

tres, the programme will be rolled
out at 10 Lions Befrienders AACs
from2025 to 2027. It is expected to
benefit more than 280 seniors, in
line with Healthier SG and Age
Well SG, which prioritises preven-
tive, community-based care.
The NUS Nursing and Medicine

team plans to extend the pro-
gramme islandwide to the more
than 200 AACs, as well as develop
digital training modules to com-
plement in-person sessions and
enable wider adoption by com-
munity partners.
“The long-term vision is to inte-

grate community dance into Singa-

pore’s fall-prevention and ageing
strategies,makingdance-based in-
terventions accessible to seniors
nationwide,” said NUS Nursing As-
sistant ProfessorVivienWu,who is
the programme’s principal investi-
gator.
Dr Wu said mild cognitive im-

pairment (MCI) affects up to 20
per cent of older adults worldwide.
If left untreated, nearly 40per cent
of those with MCI may progress to
dementia.
Dance improves cognition, neu-

roplasticity, mobility and quality
of life in older adults withMCI, she
added.
While normal exercise can seem

dry and repetitive, dance comes
with music and rhythm, and
brings joy to the seniors, she told
The Straits Times on Sept 29,
ahead of International Day of Ol-
der Persons on Oct 1.
Ms Rubiah also connected with

the young dance instructors and
other seniors in the programme,
including Mr Leonard Lee, her
long-lost classmate from Jurong
Vocational Institute more than 40
years ago.
Mr Lee, who was an assistant

manager with Nanyang Techno-
logical University before he retired
in 2018, said he suffered from knee
pain and calcaneal spur on his left
ankle. The pain in both areas has
eased since he started dancing
twice a week, with each session
lasting about an hour.
The 68-year-old said: “The

stretching helps, and my young
trainers are so enthusiastic in mo-
tivating me.”
He and Ms Rubiah get to choose

their favourite piece of music too.
For both of them, their go-to dance
track is Apt by Blackpink’s Rose
and Bruno Mars.
Each weekly session lasts about

60 to 75 minutes and typically in-
cludes warm-up exercises to im-
prove mobility and balance. The
choreographed dance routines are
based on simple, repetitive steps
with themes such as nature, travel
or daily life, to make the sessions
engaging and relatable.
Participants end the session

with cool-down stretches to aid re-
covery and relaxation.
The programme is led byNation-

al University of Singapore (NUS)
students who trained as dance in-
structors through a “dancing com-
munities” course. These students
are supported by research and
AAC staff and guided by profes-
sional dance instructors.
The benefits of dancing are

backed by more than four years of
research by NUS Nursing and its
partners. This included a pilot trial
conducted in 2022 at four neigh-

bourhood senior activity centres
operated by Lions Befrienders,
where an eight-week programme
improved seniors’ physical health,
sharpened theirmemory and lifted
their mood.
The research found that the se-

niors showed improved flexibility,
reduced back pain and better
stamina, with some seeing weight
loss and lower blood pressure and
glucose levels. They also had im-
proved memory, attention and
alertness from learning the dance
choreography.
Dancing in a group also reduced

isolation and built friendships.
Through inter-generational ex-
change, the student trainers devel-
oped empathy and communica-
tion skills, while the seniors valued
their energy and encouragement.
Ms Lauren Leow, a first-year

business administration under-
graduate, is one of 20 NUS student
dance trainers.
“At first, language seemed a chal-

lenge as we don’t speak dialects,”
said the 20-year-old. “Butwe came
to realise that our movements can
bridge the gap.”
Dr Chew Suyin, senior lecturer

from NUS College and Yong Siew
Toh Conservatory of Music, said
movement is a universal language
that transcends boundaries and
breaks down the barriers in com-
munication.
“Dance has a positive impact on

the moods of everyone involved –
whether they are facilitators, in-
structors, participants or the au-
dience,” she said.
Ms Alina Tay, 22, a Year 4 psy-

chology undergraduate, said the
student trainers learnt how to pro-
gress from performing for an au-
dience to facilitating and co-creat-
ing dance with the community.
To keep seniors engaged, the stu-

dents introducedball games as ice-
breakers and simple gestures like
high-fives to show encourage-
ment, saidMrKevin Tan, 24, a Year
4 business administration under-
graduate.
Lions Befrienders executive di-

rector Karen Wee said social con-
nection and engagement are just as
vital as physical activity for the
well-being of seniors, and the in-
ter-generational community
dance programme embodies this
belief.
“This programme is more than

just dance. It’s also about reducing
isolation, building friendships, and
creating a sense of joy and com-
munity,” she added.
“Together, we are not only deli-

vering a beneficial service but also
building a stronger, more inclusive
community that supports our se-
niors in their journey of healthy
ageing.”
She added that to attract more

male participants, who make up
about 15 per cent of the dance par-
ticipants so far, the seniors can be
encouraged to co-create and incor-
porate more masculine dance
moves.
“Dance is like a gift everyone is

born with,” Mr Tan said. “I like this
idea of bringing dance to the se-
niors, who may think that they
can’t do it any more.”

Community
programme
gets seniors
to dance
their way to
better health
Inter-generational initiative aims to boost
physical health, cognition and well-being
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MsNureenAbdul Aziz (centre), 21, a third-year student at NUSNursing, with fellow student trainers AshleyNg and Shyann Loh
(seated, behind her) guiding seniors at the launch of a large-scale inter-generational community dance programme by NUS
Nursing and Lions Befrienders on Sept 30. ST PHOTOS: BRIAN TEO

Student trainers Ashley Ng (second from right), 23, a fourth-year NUS Law student, and Shyann Loh, 20, a third-year NUS
Science student, guiding seniors (from left) Chan Kok Kwong, 79, Leonard Lee, 68, and Rubiah Rahim, 69.

The benefits of dancing
are backed by more than
four years of research by
NUS Nursing and its
partners.


